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 NETWORKS AND UC

I
f information technology (IT) is the core 
of the business then networking is surely 
at the core of IT. No longer simply con-
necting computers or even offices, net-
works today do significant heavy lifting.

Servers and desktop and laptop computers 
are still there, of course, as are branch offices. 
But today all manner of connected devices 
send and receive data, and with the explo-
sion of sensor, automation and internet of 
things (IoT) devices in industry this is only 
set to increase. In addition, with remote work 
now commonplace, the humble enterprise 
network is also now the office front door for 
many workers.

Despite innovation in networking, such 
as private 5G cellular and software-defined 
wide area networks (SD-WAN), companies 
do not upgrade in an unplanned manner, Neil 
Phelan, chief executive of IT and telecoms 
provider HCS, said.

Typically, he said, enterprise networks, 
like other crucial infrastructure, were updat-
ed regularly though not frequently. “It would 
be part of a refresh cycle and it depends on 
where businesses are in that cycle. It’s an 
ongoing part of the hardware refresh.” 

Nonetheless, networking remained an 
essential part of core enterprise IT, he said. 
Adoption of cloud computing had occurred, 
but it had often been added alongside exist-

ing infrastructure rather than replacing it.
Small and medium enterprises, in partic-

ular, are pursuing a strategy that sees their 
core systems augmented with software-
as-a-service (SaaS) in hybrid cloud and 
on-premise set-ups.

“They see it as being part and parcel of IT 
infrastructure, certainly in the SME sector 
where we see a lot of on-premises and hy-
brid. The majority of SME businesses have 
not gone into the cloud,” Phelan said. “That 
just goes to show that ‘tin’ still has its uses.”

Next networks
Where investment is being made in net-
working, right now a significant amount 
is being directed toward two technologies: 
SD-WAN and 5G.

Martin Li, solutions director at Huawei Ire-
land, told Connected that private 5G networks 
were particularly interesting for industrial 
applications.

“Having a private 5G network allows great 
innovation as what may be considered overly 
manual tasks can be automated and new 
breakthroughs can be achieved,” he said.

By 2025, 5G is expected to reach 58 per 
cent of the global population. Many people 
think of it as little more than ‘faster 4G’. In 

fact, it is a different technology and, in some 
applications, has the potential for ultra low 
latency.

“A set of truly immersive experiences 
will emerge, allowing us to transcend the 
boundaries of time and space in domains like 
high-definition live broadcasts, smart class-
rooms, remote education, online healthcare 
and virtual entertainment. 5G will also allow 
industries like manufacturing, electricity, 
transportation, finance and many others 
to go digital, embrace artificial intelligence 
and deliver new value for their customers,” 
Li said.

Private 5G networks, which do not rely on 
the public telecoms network, will allow for 
development of smarter IoT by increasing 
the volume and speed of transmission of 
automation data.

For now, private 5G networks were best 
suited to vertical industries such as manu-
facturing facilities and ports, Li said, because 
having low latency – the ability to connect 
multiple devices and quick speeds –was 
important.

There is, of course, significant variation 
among organisations rather than a one-size-
fits-all approach.

“I say to my own people here ‘I could walk 
into a 100-user business and you could rec-
ommend going almost entirely into the cloud 
with minimum on-premise and the guy 
next door could need the opposite’,” he said.

The reasons for this are as varied as the 
economic and industrial sectors themselves, 
and many businesses have made signifi-
cant investments in mission critical soft-
ware, such as enterprise resource planning 
(ERP) or material requirements planning 
(MRP) that is not easily migrated away from 
on-premise. Inevitably, this has an impact 
on what kinds of networks are required.

“It just depends on so many factors: pri-
marily their line of business,” Phelan said. 
“ERP and MRP still have a role and if they 
are sitting on top of a SQL database or Or-
acle database they will still need that local 
access.”

Most business owners will still look at 
what it costs over three to five years. De-
spite the drive toward moving more business 
spending from capital to operating expendi-
ture, SMEs still tend to buy their networking 

equipment. The capital expenditure does 
not need to be extreme, however, as leasing 
remains a popular option. “It will end up 
being monthly anyway,” Phelan said.

Connected threats
Rather than being motivated by accounting 
methods, these businesses’ demands are for 
stability, he said. “What we find they’re look-
ing for are reliability, stability and security of 
the product. There’s a particular expectation 
around the security side of things.” 

Indeed, a fair expectation with enterprise 
infrastructure is simply that it works: once 
you power it on it should stay powered on 
24/7, without any failures.

Security, however, is increasingly com-
plicated, and this is borne out by what is 
happening out there on the internet. And 
what is happening out there is crime.

Ransomware in particular is evident, from 
the Colonial Pipeline attack to the shutting 
down of the HSE’s IT systems. Publicity 
around these and other attacks had caught 
the attention of most businesses, Phelan 
said, but many remained ignorant of just 
how bad the situation was.

“The general management, the boards, are 
aware there is a threat, but it’s not clear to 
people just how bad it is, and how easy it is 
to go onto the dark web and say ‘Hey, I want 
this company attacked’,” he said.

Given the rise of malware as a service 
that allows anyone to play hacker, Phel-
an said the threat was pervasive, and that 
enterprise networks needed to be secured 
as a matter of priority. But strategies from 
simpler times, such as turning on the firewall 
or running anti-virus (AV) software, are no 
longer enough in this changed world. Instead, 
active protection using artificial intelligence 
(AI) is being used to monitor networks.

While just two years ago this had been 
the preserve of only the biggest businesses, 
today it was the price of entry, Phelan said.

“AI and threat detection is becoming more 
mainstream. AV as we knew it is dead. It’s 
now endpoint detection and response, using 
intelligence to determine what should or 
shouldn’t be happening. That, to me, is an 
absolute minimum.” 

Networks and communications need to be fast and 
secure. New developments from artificial intelligence to 
5G and SD-WAN promise to both improve and simplify 
management, writes Jason Walsh
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