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How to run your 
business securely  
anytime, anywhere
What are 4 common security pitfalls in the hybrid 
workplace, and how can you avoid them?

1   |  How to run your business securely anytime, anywhere



Security in 
the hybrid 
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The pandemic has accelerated remote working, causing organizations worldwide to 
embrace the work-from-anywhere principle. And it is here to stay. Hybrid working is 
the new normal. But with employees working from multiple locations using a range 
of personal and mobile devices, many SMBs face security-related challenges. They 
struggle to foster productivity and keep data secure while managing a dispersed 
workforce. On the one hand, they should facilitate remote access and seamless, real-
time collaborations. On the other, they need to protect identity, prevent cyberthreats 
and data loss, and secure devices.

It’s a complex endeavor. When accessing work data from home, 
employees may expose it to security vulnerabilities. For example, 
they may use free or consumer solutions with minimal security 
features. Hackers know this and try to seize their chance — 

malicious cyber actors have exploited the pandemic by sending 
COVID-19-related scams and phishing emails to SMBs, large 
organizations, and individuals. One example includes WHO, 
which reports a fivefold increase in cyberattacks.

Now more than ever, 
it’s crucial to assess the 
security of your hybrid 
work environments. So, 
let’s have a closer look 
at four common security 
pitfalls in the hybrid 
workplace and discuss 
how to avoid them.
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Why security 
matters: 
contemporary 
concerns
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In this day and age, businesses can’t afford not to take security seriously. Research 
shows that the average cost of a security attack for small businesses is around 
$149,000. That’s a significant financial impact, especially if you consider the fact that 
55% of SMBs get attacked every year.

And ransomware attacks are no walk in the park: 43% take 
more than a week to fix. The resulting disruption takes its toll on 
organizations. Only 35% of SMBs are profitable after a prolonged 
ransomware attack.

What’s even more concerning is that attackers can crack a 
whopping 90% of passwords in less than six hours. It means 
there’s a constant threat of being compromised — particularly 
in the hybrid world, where employees work remotely and often 
change passwords as they see fit.

So, it’s paramount that businesses assess their security measures 
and adjust where necessary. How do you protect passwords 
from being stolen? How do you ensure the devices employees 
use are secure? Can employees easily and securely access 
work applications at the office, at home, and on the go while 
protecting against unauthorized users? Is it possible to ensure 
confidential work data are not stored on personal devices, 
especially if an employee leaves the company? And how do 
you enable secure hybrid working while minimizing cost and 
complexity?

To ask all the right 
questions and answer 
them, you should first 
be aware of the most 
important security 
threats.
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Arm yourself 
against 4 common 
security pitfalls

Prevention is better than 
the cure. With that in 
mind, we’ll discuss four 
common security pitfalls, 
including ways to avoid 
them.
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Security pitfall #1: Phishing
What is it?
Phishing is a form of fraud in which an attacker sends a message 
via email or other electronic communication channels pretending 
to be a reputable person or company. A common phishing tactic is 
to send an email with a forged return address, which suggests the 
message originates from a reliable source. That way, the recipient is 
more likely to open it.

Phishing attacks are popular among cybercriminals, as it’s fairly 
easy to trick someone into clicking a malicious link in a seemingly 
legitimate email.

What’s the pitfall?
Suppose an unsuspecting employee opens an email from her 
company’s CEO. The request: to buy electronic gift cards for an 
upcoming customer recognition event. As time is pressing, the 
employee quickly makes the purchase and sends the gift card 
numbers to the CEO. One week later, it turns out the CEO never 
made the request.

It’s just one of many examples of a successful phishing attack. The 
problem is, phishing is very common, and cybercriminals often 
target SMBs. Between 90-98% of all cyberattacks start with phishing. 
And they’re getting increasingly advanced. Long gone are the 
days when phishing attacks were easy to spot. Today, they’re so 
perfectly designed that they can even fool the experts trained to 
find them. On top of that, malware is often so brilliantly engineered 
that conventional anti-virus or security tools fail to spot it. These 
programs can hide and rewrite themselves. And once they have 
entered your system, they’ll cover their tracks.

What can you do to avoid it?
To prevent phishing attacks, you can use a solution that offers the 
following:

Time-of-click protection and scanning of attachments 
Time-of-click protection will prevent cybercriminals from redirecting 
seemingly secure links to unsafe websites. Each time a link is clicked, 
it is checked in real time. If the destination is known to be malicious, 
it’s blocked. Make sure you opt for a solution that also scans emails 
attachments, so you can detect malware before it’s too late.

URL detonation 
Whenever a user clicks a link that has an unknown reputation, the 
system checks the destination. If it detects suspicious behavior or 
identifies the link as malicious, it warns the user against opening it.

Anti-spoofing technology 
Using machine learning and advanced analysis techniques, the 
system identifies signs indicating that an email sender may not 
be who they claim to be. If impersonation is detected, the email is 
blocked or moved to the junk folder.

Multi-factor authentication 
With this method, you can keep attackers out of your environment 
— even if a phishing attack results in a compromised password. 
Those who want to configure trusted locations (such as an office 
network) and block access from countries where they don’t operate 
can opt for advanced multi-factor authentication.
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Security pitfall #2: Ransomware
What is it?
Ransomware is malicious software that blocks access to a computer 
system or files unless a sum of money is paid.

Usually, encryption protects your data and files. But ransomware 
uses it to take files hostage. That means you’re locked out of your 
documents, spreadsheets, pictures, videos, and other important 
files. Furthermore, an infected PC can spread ransomware to other 
computers on your network.

What’s the pitfall?
Ransomware invades networks in the most inconspicuous disguises. 
For example, an employee may receive an email from a friend about 
a funny video that shows how to make heart shapes out of boiled 
eggs. All the employee needs to do is follow the link and click ‘Run.’ 
Later that day, the colors on the screen change, and a window pops 
up informing them all files on the computer have been hijacked and 
encrypted.

The employee won’t be able to access anything unless they pay 
a ransom. If they choose not to do so, they’ll probably never get 
access to the files again.

What can you do to avoid it?
There are several things you can do to identify ransomware 
attempts when the damage hasn’t yet been done:

Take precautions against malware and other 
malicious content sent via email 
It’s possible to intercept and scan messages with unknown 
attachments. Opt for a solution that doesn’t deliver the attachment 
if it detects suspicious activity. Additionally, make sure you use a 
feature that checks a hyperlink each time it is clicked and blocks the 
destination if it’s deemed malicious.

Protect employees’ devices 
Use a solution that prevents unauthorized access to common 
folders, such as Desktop and Documents. That way, ransomware 
attempts to encrypt your files in these locations will be blocked.

Make sure you can recover files in the event of a 
successful ransomware attack 
No matter how many measures you take, it’s important to have 
a worst-case scenario. What if your business falls victim to a 
ransomware attack? In that case, you should be able to recover 
versions of files that pre-date the attack with a few clicks.
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Security pitfall #3: Bring your own device
What is it?
Bring your own device (BYOD) refers to a policy of permitting 
employees to use their own devices (laptops, tablets, and 
smartphones) to access company information and applications. In 
the hybrid world, BYOD is increasingly popular among businesses, 
as it helps maximize productivity on the go and reduces hardware 
expenditures.

What’s the pitfall?
Personal devices in the workplace may increase the possibility of 
viruses, hacks, and data leaks. Every device that accesses company 
information is an additional endpoint that hackers can try to breach.

Additionally, devices are easy to lose or steal. If an employee leaves 
a laptop unattended at the airport for a minute, someone may 
grab it and disappear. And people constantly forget their phones 
on planes and in cabs. But whenever a device goes missing, the 
company information on it is at risk.

Yet many businesses choose to accept these pitfalls, because it’s 
difficult to implement hybrid working without a BYOD policy. 
Allowing people to ‘bring their own devices’ increases employee 
satisfaction, engagement, and productivity. People can work 
efficiently and stay on top of their work from anywhere.

What can you do to avoid it?
To offer a BYOD policy and mitigate risks, you need to:

Control which apps are allowed to access company 
data 
Make sure you require users to access work data from crucial apps 
and configure policies that keep the data protected (examples 
include encryption or protecting data with a PIN code).

Prevent users from moving data to an unsecured app 
Sometimes users like to copy text from their company email and 
paste it into their phone or another unsecured place. Or, they 
might want to save a spreadsheet of customer data to personal 
cloud storage (such as Dropbox). It’s recommended that you use a 
solution that blocks them from doing so.

Be able to delete company data from a device 
In some cases, you should delete company data remotely — for 
example, if a device is lost or stolen, or if an employee leaves the 
company. So, pick a solution that allows you to do this without 
impacting personal data on the device.
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Security pitfall #4: Sensitive data
What is it?
In our collaborative hybrid world, files containing sensitive company 
information don’t stay within the four walls of your office. Employees 
may download a file to a USB drive so they can work on it at home. 
Or, they might send financial information to your accountant.

Of course, there’s information you don’t want exposed online. 
Whether it’s customer details, meeting transcripts, or financial 
records, you have an obligation to protect sensitive data.

What’s the pitfall?
Anyone may be able to download a confidential document and 
leave the company. So, you should make sure only employees and 
invited guests can access files or emails. But that’s easier said than 
done. Managing each piece of data security is a full-time job. To 
cover all your security needs, you’ll have to manage a catalog of 
different products.

You can use multiple vendor solutions to protect sensitive data, 
but they come with a disadvantage: they can make end-to-end 
protection very complex and time-consuming.

What can you do to avoid it?
Here’s what you should do to properly handle sensitive data in a 
time-efficient way:

Control access to email 
To ensure only the intended recipient of an email can access the 
information, use controls such as ‘Do Not Forward’ or ‘Do Not Print.’ 
If you really want to optimize security, you can encrypt an email 
message (including any attachments), so only the recipient can read 
it. That comes in particularly handy when employees need to send 
sensitive data to a partner or customer outside the organization.

Control access to documents and files 
Some files — such as a spreadsheet containing your customers’ 
names and contact information — can’t end up in the wrong 
hands. That is why you should use a solution that allows you to 
restrict access to files, control if employees can edit documents, and 
prevent documents from being printed.

Restrict access, even if the file is saved outside the 
company 
What if an employee emails a file to someone outside the company 
or saves it on their personal computer? You should always remain 
in control of your data. So, make sure all protective and restrictive 
measures taken are valid anytime, anywhere.
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Time to run 
your business 
securely: next 
steps
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Microsoft 365 is a complete, intelligent solution that empowers employees to 
be creative and work together securely in today’s hybrid world. Using Artificial 
Intelligence, it identifies and protects against emerging threats in real time. With 
Microsoft 365, you can easily and effectively tackle the pitfalls discussed in this e-book, 
enabling a secure hybrid work environment.

Want to run your business securely anytime, 
anywhere?

Microsoft 365 allows you to: 

 Secure devices
Control which devices and users can access business 
information, apply security policies to protect data on any 
device, and remove business data from lost or stolen devices.

 Protect business data
Encrypt sensitive emails, block the sharing of sensitive 
information (such as credit card numbers), and restrict the 
copying and saving of business data.

 Use enhanced antivirus
Enforce malware protection across devices, using 
management capabilities that provide insight into active 
threats in your environment.

 Guard against cyberthreats
Defend against unsafe attachments, suspicious links, phishing, 
and ransomware. The solution also allows you to detect 
malware in email attachments and enable advanced multi-
factor authentication.

 Enable secure remote access
Allow employees to securely access business apps from 
anywhere, help protect against lost or stolen passwords, and 
provide the right access to the right people while keeping 
hackers at bay.
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HCS first set out nearly thirty 
years ago, with a simple goal – 
to protect our customers, and 
their businesses. The industry has 
seen some pretty big changes 
since 1994, but our steadfast 
dedication to keeping our 
customers productive and safe 
has kept us at the cutting edge 
of the industry, always striving 
to be better. Always ahead of the 
curve.

With offices in Dublin, Cork 
and Waterford, we are one 
of Ireland’s leading Managed 
IT Services and Telecoms 
companies. Big enough to know, 
yet small enough to care, we 
offer an incredible depth of 
expertise and an impeccable 
track record. We deliver airtight 
solutions for clients across a 
range of industries, including 
pharma, manufacturing, 
agriculture and hospitality.

Ground Floor, Unit F, 
Citywest SC, 
Dublin, Ireland. 
 
enquiries@hcs.ie  
+35301 8734120

13   |  Make hybrid working work


	Button 24: 
	Page 1: 

	Button 25: 
	Page 1: 

	Button 26: 
	Page 2: 
	Page 4: 
	Page 6: 
	Page 11: 

	Button 27: 
	Page 2: 
	Page 4: 
	Page 6: 
	Page 11: 

	Button 80: 
	Page 3: 
	Page 5: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 12: 

	Button 81: 
	Page 3: 
	Page 5: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 12: 

	Button 29: 
	Page 13: 



